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TOWARD INDONESIA INFORMATION SOCIETY

sebuah aplikasi perangkat lunak atau perangkat keras
vang dapat mendeteksi aktivitas yang mencurigakan
dalam sebuah sistem atau jaringan.

d.wikipedia.org/wiki/Sistem_deteksi_intrusi

“Sistem keamanan jaringan komputer yang terhubung
ke internet harus direncanakan dan dipahami dengan
baik agar dapat melindungi investasi dan sumber daya di
dalam jaringan komputer tersebut secara efektif”
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TOWARD INDONESIA INFORMATION SOCIETY

Jenis-jenis IDS

Network-based Intrusion Detection
System (NIDS): Semua lalu lintas yang mengalir
ke sebuah jaringan akan dianalisis untuk mencari
apakah ada percobaan serangan atau
penyusupan ke dalam sistem jaringan.

Host-based Intrusion Detection System
(HIDS): Aktivitas sebuah host jaringan
individual akan dipantau apakah terjadi sebuah
percobaan serangan atau penyusupan ke
dalamnya atau tidak.
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TOWARD INDONESIA INFORMATION SOCIETY

Intrusion Detection # Intrusion Prevention

IDS itu sendiri bersifat PASIF karena hanya
memantau aktifitas dalam sebuah jaringan
internet, untuk memberitahukan apabila ada
sebuah percobaan penyusupan ke sistem atau
jaringan kita.

Kesuksesan  Infrusion  Detection  tidak  hanya
tergantung kepada teknologi, namun juga kepada
policy dan management. (1) Security policy,
mendefinisikan apa yang boleh atau tidak boleh
dilakukan. (2) Notfifikasi, Bagaimana memberi
peringatan. (3) Koordinasi dalam memberikan respon
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Implementasi & Cara Kerja

Signature Based : Sama seperti halnya antivirus, jenis ini
membutuhkan pembaruan terhadap basis
data signature IDS yang bersangkutan.

AnomalyBased : menggunakan teknik statistik untuk
membandingkan lalu lintas yang sedang dipantau dengan
lalu lintas normal yang biasa terjadi. dapat mendeteksi
bentuk serangan yang baru dan belum terdapat di
dalam basis data signature IDS. Kelemahannya, adalah
jenis ini sering mengeluarkan pesan false positive

PassivelDS melihat apakah ada percobaan untuk
mengubah beberapa berkas sistem operasi, utamanya
berkas log. Teknik ini seringnya diimplementasikan di
dalam HIDS, selain tentunya melakukan pemindaian
terhadap log sistem untuk memantau apakah terjadi
kejadian yang tidak biasa.
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Signature-
based

Penyerang

Contoh: Percobaan

lagon yang gagal
beberapa kali.
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beberapa berkas
dalam sistem

x

Target-

monitoring
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Intrusion Detection System (IDS) dan
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http://id.wikipedia.org/wiki/Berkas:IDS.png
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TOWARD INDONESIA INFORMATION SOCIETY

Topologi IDS

/ Intrusion Detection System ™

Server
- @ . . Internet
E Switch Firevrall

http://webpage.pace.edu/ms16182p/networking/security.html
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1. Dapat disesuaikan dengan mudah dalam menyediakan perlindungan untuk
keseluruhan jaringan.

2. Dapat dikelola secara terpusat dalam menangani serangan yang tersebar dan

bersama-sama.

Menyediakan pertahanan pada bagian dalam.

Menyediakan layer tambahan untuk perlindungan.

IDS memonitor Internet untuk mendeteksi serangan.

IDS melacak aktivitas pengguna dari saat masuk hingga saat keluar.

IDS menyederhanakan sistem sumber informasi yang kompleks.

N o U0 & W

IDS memberikan integritas yang besar bagi infrastruktur keamanan lainnya
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Kekurangan IDS

Lebih bereaksi pada serangan daripada mencegahnya.
Menghasilkan data yang besar untuk dianalisis.

Rentan terhadap serangan yang “rendah dan lambat”.
Tidak dapat menangani trafik jaringan yang terenkripsi.

IDS hanya melindungi dari karakteristik yang dikenal.

o ok~ e

IDS tidak turut bagian dalam kebijakan keamanan yang efektif, karena dia harus
diset terlebih dahulu.

7. Network-based IDS dapat menyalahartikan hasil dari transaksi yang mencurigakan.
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TOWARD INDONESIA INFORMATION SOCIETY

Produk IDS

1. Real Secure dari Internet Security Systems (ISS).
2. Cisco Secure Intrusion Detection System dari Cisco Systems (yang mengakuisisi WheelGroup, yang memiliki

produk NetRanger).

3. eTrust Intrusion Detection dari Computer Associates (yang
mengakusisi MEMCO, yang memiliki SessionWall-3).

4. Symantec Client Security dari Symantec.

5. Computer Misuse Detection System dari ODS Networks.

6. Snort (open source).
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TOWARD INDONESIA INFORMATION SOCIETY

‘ n o R T Snort adalah salah satu NIDS (Network-based IDS) yang

bekerja dengan cara menganalisa paket data yang dianggap
serangan yang melintas melewati suatu network.

MODE
v’ Sniffer

v’ Packet Logger

v’ Forensic Data Analysis Tool

‘ n o R T v" Network Intrusion Detection System
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TOWARD INDONESIA INFORMATION SOCIETY

d Bekerja seperti tcpdump.

1 Decodes packets dan dumps ke stdout.

 BPF filtering interface yang tersedia untuk membentuk
lalu lintas jaringan yang dltampllkan

(7] B W INNT, \SystemIZhcmd.exe - snork -1 F

P2/06-BR=B4:12 6OABARY [x=] [1: L ULH—] £ cmd.exe accesz [#=]
ﬂni gab Application Attack]l EPPIDPI o 11 ATCP> 192 168 . 82812572
221 :1
P2/06-AB:B4:14_668R98 [#»] [1:160B2:51 WEB-1IS cmd.exe accesszs [wx]
: Uph Application Attack] [Periowity: 11 <TCP> 192 _168.8.281:2574
Eﬂfﬂb Hﬂ B4:15.392294 [==] [1:1802:51 YEB=IIS cmd.exe access [#x] [Classificati
nn Web Application Attack] [Priowity: 11 {TCP> 192_ 168 . B.201:257% —> 12.129_.284
-221:88
Ed!ﬂb BE:84:23.121186 [==] [1:49%:3]1 [ICMP Large ICMP Pachet [#x] [Classificatio
n: Potentially Bad Trafficl [Priowity: 21 LICHP> 192 _163_08.2081 -> 192_168.68.10
B2-86-08-04:23.122328 [#=] [1:477:3]1 ICHF Large ICMF Packet [+»] [Classificatio
t Potentially Bad Trafficl] [Priorite: 2] {ICHP> 1%2.168.0.10 -> 192.168.08.261
P2/00-BR:-B4:24_ 117107 [#x] ICHP Layge ICHP Packet [»=] [Clazsificatio
n: Fotentially Bad Trafficl [Peio 'y 21 LICHPY 192.168.8.281 —> 192, 168.8.18
B2 /86-B8:84:24 118246 [w=] H IGHP Layge ICHP Packet [#x] [Claszzificatio
n: Potentially Bad Trafficl : 21 LICHPY 192_168.68.18 —> 192_168.08.2681
H2-86—BB:84:25_11965%1 [==] [1:4 37 ICHP Large ICMP Packet [#%] [Classificatio
: Potentially Bad Traffiel iority: 21 {ICHP> 192.168.08.2681 -> 192.168.8.10
P2/06-B8R4:25 128761  [#x] =499:=31 ICHP Lawge ICHP Packet [#=] [Classificatio
: Potentially Bad Traffic] iopdity: 21 <ICHP> 192.168.8.18 —> 122_168.8.281
F2/86-BB:B4:26 119631 [==] [1i:z 199-d] ICGHP Layge ICHF Packet [»x] [Claszificatio
n: Potentially Bad Trafficl [Priowvity: 21 LICHP> 192.168.0.2081 -> 192.168.08.10
copyright Marl Dew B2-06-B8:04:26 120806 [»=] [1:499:3] ICHMP Large ICMP Packet [#x] [Classificatio
n: Fotentially Bad Trafficl [Priority: 21 {ICHP> 192.168.0.18 -> 122 _168.08.2681
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TOWARD INDONESIA INFORMATION SOCIETY

SNORT PACKET DUMP

=d=d=d=d =t =t =t =t =t ==t =t =t =t =t ==t =t =t =t =t =t =t =t =t =t =t =t =t ===t =t =t = =4 =+

11/09-11:12:02.954779 10.1.1.6:1032 -> 10.1.1.8:23

TCP TTL:128 TOS:0x0 ID:31237 IpLen:20 DgmLen:59 DF

***AP*¥** Seq: Ox16B6DA Ack: 0x1AF156C2 Win: 0x2217 TcpLen: 20
FF FC 23 FF FC 27 FF FC 24 FF FA 18 00 41 4E 53 ..#..'..$....ANS
49 FF FO I..

=d=d=d=d =t =t =t =t =t ==t =t =t =t =t ==t =t =t =t =t =t =t =t =t =t =t =t =t ===t =t =t = =4 =+

11/09-11:12:02.956582 10.1.1.8:23 -> 10.1.1.6:1032

TCP TTL:255 TOS:0x0 ID:49900 IpLen:20 DgmLen: 61 DF

***AP*¥** Seq: Ox1AF156C2 Ack: Ox16B6ED Win: 0x2238 TcpLen: 20
OD OA OD OA 53 75 6E 4F 53 20 35 2E 37 OD OA OD ....SunOS 5.7...
00 OD OA OD OO L

=d=d=d=d =t =t =t =t =t ==t =t =t =t =t ==t =t =t =t =t =t =t =t =t =t =t =t =t ===t =t =t = =4 =+
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TOWARD INDONESIA INFORMATION SOCIETY

SNORT TCP DUMP

® 11:16:35.648944 10.1.1.8.23 > 10.1.1.6.1033: P 16:34(18) ack 16 win 8760 (DF) (ttl
255, 1id 49913)

4500 003a c2f9 4000 ££06 a2b4 0a0l1l 0108
0a0l 0106 0017 0409 1cf9 e7f6 00la e050
5018 2238 31c6 0000 fffe 1fff fe23 fffe
27ff fe24 fffa

11:16:35.649457 10.1.1.6.1033 > 10.1.1.8.23: P 16:19(3) ack 34 win 8727 (DF) (ttl
128, id 57861)

4500 002b €205 4000 8006 02b8 0a0l1l 0106
° 0a0l1l 0108 0409 0017 00l1la e050 1cf9 e808
° 5018 2217 6£f19 0000 f£ffc 1£20 2020
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TOWARD INDONESIA INFORMATION SOCIETY

MODE PACKET LOGGER
d Menyimpan packets ke disk (harddisk, removeable disk).

 Pilihan packet logging.
d Flat ASCII (teks), tcpdump format, XML, database (MySQL, MsSQL, ORACLE, dsb).

d Melakukan logging semua data dan kemudian diproses untuk mendeteksi aktivitas

e e T e e e e e e e e e e e e e e e R et R R S s

Cj' 1 1 - L9685 UU BC:29:JEEE:NT - |WY:WF: 15 U4 3’ 25| type:BxEB8 len:Bx180

yang aicurigal. > [94.531 166 0] I cp {TL: 7:36733 IpLon:20 DgnLenz37@ DE
3 . Ux’kHB lchcn 20
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’ MODE NIDS

dMenggunakan  semua  fase-kerja
SNORT & plug-ins’nya untuk
menganalisa traffic agar mendeteksi
penyalahgunaan dan anomalous
activities .

dDapat melakukan deteksi
portscanning, |IP defragmentation, TCP
stream reassembly, application layer

analysis, normalisasi, dsb.

TOWARD INDONESIA INFORMATION SOCIETY

d Memiliki rules yang sangat banyak yang
digunakan sebagai signature dari detection
engine.

J Modus deteksi yang beragam :

v" Rules (signature)
v’ Statistical anomaly

v Protocol verification
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TOWARD INDONESIA INFORMATION SOCIETY

MATRIKS
» Portable (Linux, Windows, MacOS X, Solaris, BSD, IRIX, Tru64, HP-

UX, etc)
» Cepat (probabilitas tinggi dari deteksi untuk serangan yang

diberikan pada jaringan 100Mbps) '
» Mudah dikonfigurasi (Rules, Reporting/Logging)

» Free (GPL/Open Source Software)
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TOWARD INDONESIA INFORMATION SOCIETY

DESIGN
» Paket sniffing “lightweight” NIDS

» Libpcap-based sniffing interface
» Rules-based detection engine

» Plug-in system (memungkinkan fleksibilitas tak

berujung)
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Third-Party

Intrusion Detection System (IDS)



WANNA TRY MORE-

e -- WE’LL MAKE A FRONTEND

:.i-".-." 1:}"' B Bnni .I'..ﬁ:'i".'.‘
i

. Install Debian Wheezy on Virtual Box.

LANT 3 BOCATY FENTEMOAY THEI'TDIE TREl ONTH S DULSETER THEs TRAR P ) BESEN

B39 139 107 =

d J LANT B EEGE TWTNTY
3T P "
T : AN L

. Make 1t Update

. Configuring OS (Debian Wheezy)
. Install Database

. Configuring Database

. Install IDS Engine

. Configuring IDS Engine

. Configuring Front-End (Snorby)

i
i
F
r
£
*
'
i
N©) oo ~J (o)) U1 (TN w N =

. Running and Testing IDS.

IR T
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TOWARD INDONESIA INFORMATION SOCIETY

LOGIN PAGE

S n O rb U i threat stack

Login

Email

Password

Welcome, Sign In Forgot Password? Remember me
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TOWARD INDONESIA INFORMATION SOCIETY

DASHBOARD

Snorbg £ threat «

Dashboard +'I Mors Options

LAST24 TODAY YESTERDAY THISVWEEK LAST MONTH THIS QUARTER THIS YEAR paste 3 = TOP S SENSOR

79093 162308 550420
HIGH SEVERTY MEDIUM SEVERITY OWSEVERTY
I B secora
" I B ssoors
. Agministrator
Sawermies B seoorc
Severity Count vs Time - High Savarity LAST $ UNIQUE EVENT S
500k Madium Savarity . L

-~ Low Saverity

400k

300k

200k

Savarity Count

100k

Ok s

-100k
122 4567 8 9101112121415161718192021 222224252627 28292021

Data of Month
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DASHBOARD

Dashboard I Mors Options

LAST 24 TODAY YESTERDAY THISWEEK LAST MONTH THIS QUARTER THIS YEAR pasie 311:30F E TOP S SENSOR

79093 162308 550420

HIGH SEVERITY MEDIUM SEVERITY LOWSEVERTY
B ssoora
I " I Saor B

Signatures

TOP $ ACTIVE USERS

m
I

SQL 1 =1 - possible sgl injac...
snort general alert... (0%) —
SQL usa of slaep function in H... (0%)
http_inspact: TOO MANY PIPELIN... (0%)
Snort Alart [1:1000012:1]... {0%)
ALWARE-OTHER dns requast with... {0%)
i-WINDOWS possible SME replay... (0%)
WARE-TOOLS Havij advanced 5... (0%)
:p_inspact: NON-RFC DEFINED ... (0%) -~ \
Snort Alert [1:463:2]... (1%)
RVER-OTHER Microsoft ISA Ser... (1%)
Snort Alert [1:1000001:1]... (1%)
ttp_inspact: MESSAGE WITH INV... (1%)
WSER-PLUGINS Advantech WebA... (1%)
SERVER-OTHER Cisco Web Sacurit... (1%)
http_inspact: UNESCAPED SPACE ... (2%)
APP-DETECT Acunatix wab vulnar... (8%)
http_inspact: NO CONTENT-LENGT... (10%)
ssh: Protocol mismatch... (17%)

http_inspact: UNKNOWN METHCD... (3
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NESIA INFORMATION

EVENTS

Listing Sessions ¢ roe [} Hotwsys CiassifyEvent(s) . Fiter Options
E] Sav. Sansor Sourcs P Destination ® Event Signaturs Tmestsmp  Sassions
O SensorLRamz 17229200246 1722920010 nmp_inspact NO CONTENT-LENGTH OR TRANSFER-ENCODIN... [ 202 |
[ a Senzortama 17229200246 1722920010 nep_inspact UNESCAPED SPACE IN HTTP UR [ 1 |
O 7l SensorUtama 10103089 1822240183 5870 Prooool mismatcn
O B SensorLtama  10.10406 104.199.240.11 nip_inspect UNESCAPED SPACE IN HTTP UR a
| ) Sensorlzama 1010406 104.199.240.11 senshie_data sensiihe data - eMall addresses
O e SensorLtama  104.199.240.11 1010406 nmp_inspect: NO CONTENT-LENGTH OR TRANSFER-ENCODIN. .. 2018 (1]
| a Sensorfama 10.10.1406 2377202108 nip_Inspect: UNKNOWN METHOD a
[ Seosortama  138.197.192158 1010606 np_nspact NO CONTENT-LENGTH OR TRANSFER-ENCODIN. .
O a SensorUtama  138.197.192.158 1010607 np_inspact NO CONTENT-LENGTH OR TRANSFER-ENCODIN...
| a Sensortama 17229200248 10101707 nmp_inepect UNESCAPED SPACE IN HTTP UR!
O Sensorl%ama 172292002 10.10.1006 hmp_inspect: UNESCAPED SPACE IN HTTP UR:
O a Sensoritama  17229.1006 10.10.1509 nmp_inspect UNESCAPED SPACE IN HTTP UR N09/2018 2 ]
| Sensortama 1722920048 172292005 nip_Inspect: UNESCAPED SPACE IN HTTP UR: a
[} Seogortama 524178152 1010308 Pmp_inspact UNESCAPED SPACE IN HTTP URI [ ]
O Sensortama 524173152 1010309 nmp_inspact: NON-RFC DEFINED CHAR
O a SensorUtama 17229.1003 1010309 rmp_inepect UNESCAPED SPACE IN HTTP UR! 4]
O il sensorizama 17220200248 10.10206 nhmp_inspect NON-RFC DEFINED CHAR
O SensorLtamz 1722920048 1010206 nmp_inspact UNESCAPED SFACE IN HTTP UR 12 |
| a Sensor%ama 14825155143 1010707 nip_nspect UNESCAPED SPACE IN HTTP UR: a8
| a Sengortama 17229200243 1010306 Pp_inspact UNESCAPED SPACE IN HTTP URI 8
O Sensorltama 17229200248 10.10.306 nmp_inspect: NON-RFC DEFINED CHAR a8
| n SensorUtama  10.10.1406 91.108.56.100 BROWSER-OTHER Mozilla Network Securfly Senvices SSLv2 st3cK 0. . 8
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WARD INDONESIA INFORMATION SOCIETY

EVENTS

1 sensor01 182.253.201.28 203.34.119.69 APP-DETECT Acunetix web vulnerability scan attempt 4:02 PM
IP Header Information Perform Mass Classification’ 'Event Export Options | Permalink

Source Destination Flags Off TTL Proto Csum

| 182 253.201.28

Signature Information

Generator 1D Sig.ID  Sig. Revision Activity (27! Category Sig Info

web-application-attack | Query Signsture Database \ j View Rule l

TCP Header Information

Src Port Dst Port

References

Type Value

url www.acunetix.com

GET./.HTTP/1.1. Acuretix-A
spect: .enabled. .Acunetix-A
spect-Password: .082119£756
23eb7abd7b£357698f£66c. .Ho
st:.ctf. jawara.idsirtii.or
.id. .Connection: .Keep-aliv
e. .Accept-Encoding: .gsip,d
eflate. User-Agent: .Mosill
a/5.0. (Windows . NT.6.1; WOW
64) .AppleWebKit/537.21. (KH
TML, .like.Gecko) .Chrome/41
-0.2228.0.Safari/537.21. .A
coept:.2fx__ .

Notes

Add A Note To This Event
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WARD INDONESIA INFORMATION SOCIETY

EVENTS

: High Severity Events 2¢ =vens oo |2 Hotusys CiassifyEvent{s) .t More Options

‘ 1
| sav. Sansor Sourcs 1P Dastination 1P Event Signaturs
D ° sensond1 172.166.251 17216.1.14 OS-OTHER Bash CG! environment variadie injection aempt
D . sensordl 18225320128 2053411968 OS-OTHER Bash CGl environment variadie injection afempt 410 PM
D . sensord1 172.166.251 172.16.1.14 OS-OTHER Bash CGl environment variadie injection atlempt
O sensordt 18225320125 2033411958 OS-OTHER Ba2sn O envronment varizble kjection 28emat
D sensordl 172.166.251 17216.1.14 POLICY-OTHER Adode ColdFusion admin imerface acoess atempt 4:10 Pm
D . senzordl 18225320128 2033411969 POLICY-OTHER Acobe ColiFusion admin imertace access amempt 4:10 PM
D . sensord1 172166251 172.16.1.14 OS-OTHER Bash CGi environment variadie injection atempt 410 PM
O g eessor 18225320128 23341989 OS-OTHER Basn C&l envronment varizoie jection 39emat 410 P
D sensord1 172166251 172.16.1.14 OS-OTHER Bash CGl environment variadie fjection atempt 410 PM
L @ seonr 18225320125 20334 11959 OS-OTHER s CGi enronment varizdie bjection asempt
D o sensordl 172.166.251 172.16.1.14 OS-OTHER Bash CGl environmen! variadie injection afempt £10 PM
O @ seon 18225320128 2033411969 OS-OTHER Bazh CG enviroemst arizdie jection aemgt 4:10 PM
D o sensord1 172166251 172.16.1.14 OS-OTHER Bash CGi environment variadie injection anempt 410 PM
O sensor0t 18225320128 23341969 OS-OTHER Basn C&l envronment varizoie jection 38emt ) P
D sensord1 172166251 172.16.1.14 QOS-OTHER Bash CGI environment variadie Injection ahempt 4:10 PM
L] @ seonr 18225320125 20334 11959 OS-OTHER Bas Qi envronment varizdie bjection amempt &10 PM
O senzortt 172165251 17216114 OS-OTHER a8 C&! enironment varizdie Inection asempt 410 P
D . sensond1 182253201238 20534 11962 OS-OTHER Bash CG! environment variadie injection aempt 4:10 PM
D sensor01 172166251 172.16.1.14 OS-OTHER Bash CGi environment variadie injection anempt 410 PM
O sensort 18225320128 233411969 OS-OTHER Basn C& envronment varizoie jection 39emt 4:10 PM
D . sensord1 172166251 172.16.1.14 OS-OTHER Bash CGI environment variadie Injection afempt 410
D ' £2ns0r01 18225320128 20334 11969 OS-OTHER Bash CGI environment variadie injection amempt 4:10 PMm
O @ e 172165251 1721611 APP-DETECT Acanetix web winerablity scan anempt
D ° sensond1 182253201238 20534 11962 APP-DETECT Acunstix wed wuineradlity scan adempt 4:08 PM
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TOWARD INDONESIA INFORMATION SOCIETY

SEARCH

Welcome Administrator

i threat ¢

My Queue (0) S S Searcl Administration

Snorby Advanced Search i More Options.
Match [Al__ ] of the following rules:
Destination Address %~ is - 202.43.92.132 -
Welcome Administrator
’ Snorbg i3 threat stack

Dashboard My Queue (0) Events Sensors Administration

Search Results 0 [2] Hotkeys [ Classify Event{s)  .:: More Options
| Sev. Sensor Source IP Destination IP Event Signature Timestamp
D Sensor Utama  10.10.60.7 202.43.92.132 ssh: Protocol mismatch
O Sensor Utama  10.10.60.7 202.43.92.132 ssh: Protocol mismatch
O Sensor Utama  10.10.60.7 202.43.92.132 ssh: Protocol mismatch
D Sensor Utama  10.10.60.7 202.43.92.132 ssh: Protocol mismatch
O Sensor Utama  10.10.60.7 202.43.92.132 ssh: Protocol mismatch
D Sensor Utama  10.10.60.7 202.43.92.132 ssh: Protocol mismatch
D Sensor Utama 10.10.60.7 202.43.92.132 ssh: Protocol mismatch
O Sensor Utama  10.10.60.7 202.43.92.132 ssh: Protocol mismatch
D Sensor Utama  10.10.60.7 202.43.92.132 ssh: Protocol mismatch
O Sensor Utama  10.10.60.7 202.43.92.132 ssh: Protocol mismatch
O Sensor Utama  10.10.60.7 202.43.92.132 ssh: Protocol mismatch
D Sensor Utama 10.10.60.7 202.43.92.132 ssh: Protocol mismatch
O Sensor Utama  10.10.60.7 202.43.92.132 ssh: Protocol mismatch
D Sensor Utama  10.10.60.7 202.43.92.132 ssh: Protocol mismatch
D Sensor Utama  10.10.60.7 202.43.92.132 ssh: Protocol mismatch
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Administration — General Setting
Snorbg .g. threat stack eleans

Dashboard My Queue (0) Events Sensors Administration

General Settings

Company name Daily reports

Snorby
Weekly reporis
Company email S SR ng th

snorby@example.com IMonthly reports

Signature lookup url (us sid$s 5

SSqudss f e Qe request parameters Addresslcokups
http://rootedyour.com/snortsid?sid=33gid$$:3$sid$$ : i

D Enable global event notifications
D Enable snorby update notifications S Sl SV 0 ons E
. 7 ‘ D Geoip

D Enable packet capture support Displs ofP inf!

[ Prune database when event count is greater than | 500,000

2.8.3 - hitps://github.com/Snorby/snorby @ 2018 Threat Stack, Inc- Created By: Dustin Willis Webber
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Administration - Listing Sensor

Welcome Administrator
Snorbg '3 threat stack

Dashboard My Queue (0) Events Administration

Listing Sensors

ID Name Hostname Interface Last Event Event Count Event %

1 Sensor Sekunder sensor:NULL NULL N/A 0 0.00% | View Events | | Tl

2  Sensor Utama sensorQ1 NULL 10/09/2018 5:00 PM 12,680 100.00% | View Events ‘ \ [} |
2 6.2 - https://github.comiSnorby/snorby © 2018 Thresat Stack, Inc - Created By, Dustin
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TOWARD INDONESIA INFORMATION SOCIETY

Administration - Saverity Setting
Snorbg i threat stack

Welcome Administrator | =

Dashboard My Queue (0) Events Sensors Search Administration

Severity Settings 4 Add Severity
1D Name Background Text Signature Count Event Count Example Edit Destroy
1 High Severity #0000 wffts 27,712 61 (7 (Edit | 2
2 Medium Severity #fab908 HFEFT 4,008 6,341 (Eqt | :
3 Low Severity #3a781a #FFTT 3223 6,266 [ Edit | 8
Snorby 2.6.2 - https://github.com/Snorby/snorby ® 2018 Threat Stack, Inc- Created By Dustin Willis Webber
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Administration - Listing Signature

: threat stack

My Queue (0)

Listing Signatures

Sew.

(o IS O

&

Signature Name

Snort Alert [1:469:3]

http_inspect: NO CONTENT-LENGTH OR TRANSFER-ENCODING IN HTTP RESPONSE
hitp_inspect: UNESCAPED SPACE IN HTTP URI

ssh: Protocol mismatch

http_inspect: TOO MANY PIPELINED REQUESTS

MALWARE-OTHER dns request with long host name segment - possible data exfitration attempt
http_inspect: UNKNOWN METHOD

hitp_inspect: NON-RFC DEFINED CHAR

sensitive_data: sensitive data - eMail addresses

BROWSER-OTHER Mozilla Network Security Services SSLv2 stack overflow attempt
http_inspect: OVERSIZE REQUEST-URI DIRECTORY

http_inspect: SIMPLE REQUEST

SERVER-OTHER Cisco 10S XE IGMP denial of service attempt

sensitive_data: sensitive data - Credit card numbers

CYBERSECURITY DRILL TEST SEKTOR PEMERINTAH
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Welcome Administrator

Administration

Q Filter Signature
Event Count

o] [view

23.18% | | View |

t57% | [ View]

775% | [ View

ase% | [View |

4.56% | | View |

2.56% | | View |

2.00% | | View |

1.29% | | View |
0.48% | | View |
0.29% | | View |

0.10% | | View |
0.08% | | View |
0.06% | | View |

Intrusion Detection System (IDS)




Administration - Listing Signature

Welcome Administrator
Snorbg threat stack

My Queue (0) Events S $ h Administration

Listing Signatures

Sev. Signature Name Event Count

n SERVER-WEBAPP Dell SonicWALL Global Management System SQL injection attempt 0.00% :\El
n SERVER-WEBAPP Symantec Endpoint Protection Manager SQL injection attempt 0.00% ‘M\
n SERVER-WEBAPP Symantec Endpeint Protection Manager SQL injection attempt 0.00% :\El
n FILE-IMAGE Adobe Acrobat Pro malformed TIF heap overflow attempt 0.00% L\E\
n FILE-IMAGE Adobe Acrobat Pro malformed TIF heap overflow attempt 0.00% ‘,VE
n FILE-IMAGE Adobe Acrobat Pro malformed TIF heap overflow attempt 0.00% ‘:\.ﬁ\
n FILE-IMAGE Adobe Acrobat Pro malformed TIF heap overflow attempt 0.00% ‘,VE‘
n SERVER-WEBAPP Unitrends Enterprise Backup Appliance download-files command injection attempt 0.00% L\""L’
n SERVER-WEBAPP Borland AccuRev Reprise License Server directory traversal attempt 0.00% E{T\L‘
n MALWARE-CNC DNS suspicious .bit tcp dns query 0.00%

n SERVER-WEBAPP Crypttech CryptoLeg logshares_ajax.php command injection attempt 0.00%

n SERVER-WEBAPP Crypttech CryptoLog login.php SQL injection attempt 0.00%

n MALWARE-CNC User-Agent known malicious user-agent string - Win.Backdoor.Chopper 0.00% wi\E\
n MALWARE-CNC Win.Backdoor.Chopper web shell connection 0.00% ‘_\Qe\.\
n MALWARE-CNC Win.Backdoor.Chopper web shell connection 0.00% w_\/.e,l
n MALWARE-CNC Win.Backdoor.Chopper web shell connection 0.00% 7\/!8;‘ v
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Administration - User Management

Ot Welcome Administrator | £
Snorbg 3 threat stack

Dashboard My Queue (0) Events Sensors Search

Administration

User Management J. Add user
Enabled Admin. Name E-mail Login Count Last Login IP Last Login Time Destroy
Administrator snorby@example.com 22 172.16.6.121 103112018 3:44 PM Ea
O B sektora sektorA@mail id 17 10.20.40.197 10/03/2018 6:11 AM |1
O B SektorB sektorB@mail.id 12 10.20.40.164 100312018 6:43 AM 3
O B sexorc sektorC@mail id 18 10.20.40.162 10/03/2018 6:51 AM [
Snorby 2.6.3 - hitps://github.com/Snorby/snorby © 2018 Threat Stack. Inc - Created By: Dustin Willis Webbe
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User - General Setting

Welcome Administrator

threat stack

Events s ] Administration

User Settings

Login Count: 21

Current Login IP: 172.16.6.121

Last Login: Thu Sep, 2018 11:11 AM WIB
Last Login IP: 172.16.6.115

Queued Event Count: 0

Notes Count: 0

Name (please use first and last name)

Administrator

Email (example: snorby@example.com)

snorby@example.com
(To change/add a avatar please visit hitp./aravatar.com)
Time zone: [ (GMT+07:00) Jakarta v]

Password (leave blank if you don't want to change it)

D Event summary report:
(Would you like to receive an event summary report every 30 minutes)
Password confirmation

Daceword Confirmatian Administrator (should this user have administrative rights?)

Current password (we need your current password to confirm your
changes)

Current Password

Note notifications: I Yes v l
(Would you like to receive notifications when new notes are added?)

1 would like to list tems per page

(select the default amount of events to list per page view)

Update Settings

CYBERSECURITY DRILL TEST SEKTOR PEMERINTAH
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Administration - Worker & Job Queue

Welcome Administrator

Snorbg i threat stack

Dashboard My Queue (0) Events Sensors Search Administration

Worker & Job Queue &) Restart Worker
Status user pid created_at runtime command cpu memory
[ OK | root 2612 225825 09:37:56 delayed_job 0.1% 2.6%
ID Pri. Attempts Run At failed_at Last Error Handler
3879 1 0 4 minutes NIA N/A [-—- truby/struct:Snorby::do...| | T |
norby 2.6.2 - hitps://github.com/Snorby/snorby © 2018 Threat Stack, Inc - Created By: Dustin
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Kesimpulan

« Snort “Detektor tool” yang ampuh, tetapi memaksimalkan kegunaannya membutuhkan

operator yang terlatih.
+~ Menjadi mahir dengan deteksi intrusi jaringan membutuhkan waktu 12 bulan; "Pakar"?

. Snort dianggap sebagai NIDS sangat baik bila dibandingkan dengan kebanyakan

sistem komersial.

. Penyedia keamanan jaringan yang dikelola harus mengumpulkan informasi yang cukup

untuk membuat keputusan tanpa menelepon klien untuk bertanya apa yang terjadi.
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NB: Tidak ada babi yang tersakiti dalam pembuatan slide ini ©
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